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Abstract: The process of embedding information into a host medium is a data hiding. In general, due to their
wide presence and the tolerance of human perceptual systems involved visual and arual media are preferred.
The methods vary depending on the nature of such media and the general structure of data hiding process
does not depend on the host media type. Due to the design complexities involved video data hiding is still an
important research topic. A new video data hiding method that makes use of removal correction capabilities
of replicate accumulate codes and advantage of prohibited zone data hiding is proposed in this paper. To
determine host signal samples suitable for data hiding selective embedding is utilized in the proposed method.
In order to withstand frame drop and insert attacks a temporal synchronization scheme is contained in this
method. By typical broadcast material against MPEG- 2, H.264 compression, frame-rate renovation attacks,
as well as other renowned video data hiding methods the proposed framework is tested here. For typical
system parameters the decoding error values are reported. The imitation results specify that the frame can be
effectively utilized in video data hiding applications.
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I. INTRODUCTION:
In two major ways the data hiding in video sequences
is performed: bit stream-level and data-level. The
redundancies within the current compression
standards are exploited in bit stream level [1] [2] [3].
Typically, for manipulation with the aim of data
hiding the encoders have various options during
encoding and this freedom of selection is suitable.
However, without any significant loss of perceptual
quality these methods highly rely on the structure of
the bit stream; therefore, they are quite easily broken,
and in many cases they cannot survive any format
conversion or transcoding. As a result, for fragile
applications this type of data hiding methods is
generally proposed, such as validation [4] [5]. Data
level methods are more robust to attacks and are
suitable for a broader range of applications. Despite
their fragility, for data hiding applications the bit
stream-based methods are still attractive. For hiding
data the redundancy in block size selection of H.264
encoding is exploited [6] [7]. The quantization factor
and discrete cosine transform (DCT) coefficients are
distorted in the bit stream-level is shown in fig 1.
However, most of the video data hiding methods
utilize uncompressed video data.
Fig 1: Privacy Preservation using Data Hiding
A high volume transform domain data hiding in
MPEG-2 videos is proposed in this paper. Based on
MPEG-2 parameters they applied quantization index
modulation (QIM) to low frequency DCT
coefficients and adapted the quantization parameter
[8] [9] [10]. Furthermore, they diverse the embedding
rate depending on the kind of the frame. As a result,
de-synchronization is caused as insertions and
erasures occur at the decoder [11]. To withstand
erasures they utilize repeat accumulate (RA) codes in
order.
II. FORBIDDEN ZONE DATA HIDING
FRAME WORK:
Each frame is processed separately since they
adapted the parameters according to type of frame
and RA codes are already applied in image data
hiding [12] [13]. To handle erasures, the adaptive
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block selection results in de-synchronization and they
utilized RA codes and insertions and erasures can be
also handled by convolution codes at embedded. To
correct de-synchronization errors multiple parallel
Viterbi decoders are used. However, a scheme is
successful when the number of selected host signal
samples is much less than the total number of host
signal samples is observed [14]. To hide data three-
dimensional discrete wavelet transform (3-D DWT)
domain is used. They do not perform any adaptive
selection as they use low-low (LL) sub band
coefficients. Therefore, to erasures they do not use
error correction codes robust. In order to get rid of
local burst of errors the authors performed 3-D
interleaving. Additionally, to cope with temporal
attacks a temporal synchronization technique is
proposed. In this paper, with an additional temporal
synchronization mechanism, a new block-based
selective embedding type data hiding framework is
proposed which encapsulates forbidden zone data
hiding (FZDH) and RA codes [14] [15] [16]. To the
conventional QIM, a practical data hiding method
FZDH is shown to be superior.
III. VIDEO DATA HIDING FRAMEWORK:
The method which incorporates FZDH is a block
based adaptive video data hiding is proposed here
and shows to be advanced to QIM and aggressive
with Distortion-Compensated Quantization Index
Modulation (DC-QIM) and removal handling through
RA Codes [17] [18]. To determine which host signal
coefficients will be used in data hiding are utilized by
selective embedding and together we employ block
selection and coefficient selection. The de-
synchronization due to block selection is handled via
RA Codes [19]. By using multi-dimensional form of
FZDH in varying dimensions the de-synchronization
due to coefficient selection is handled and the frames
are processed independently. The intra and inter
frames do not yield significant differences is
observed here. Therefore, we utilize 3-D interleaving
in order to overcome local bursts of error, and use the
whole LL sub band of discrete wavelet transform and
do not utilize selective embedding. Furthermore, in
order to handle frame drop, add, or replicate attacks
we provide the method with frame management
markers. Hence, to devise a complete video data
hiding method that is resistant to de-synchronization
due to selective embedding and robust to temporal
attacks it can be stated the original contribution of
this paper is, while making use of the superiority of
FZDH.
IV. RESULTS
Forbidden zone data hiding is observed better than
quantization index modulation, in particular at low
compression bitrates and minute embedding
distortion standards. In common video processing
attacks the number of the selected blocks depends on
the content and varies slowly with time. The abrupt
changes communicate to shot limitations. We detect
that embedder and decoder choose different number
of blocks.
Interestingly, for small rates the decoder can choose
higher number of blocks. In the frame-rate
conversion then we examine that different rates have
similar results. Frame insertions and drops do not
differ as long as they can be detected correctly by
synchronization markers. On the other hand, error-
free decoding is not possible with the utilized system
parameters. One should increase the repetition rate,
embedding distortion, or number of frames in order
to achieve error-free decoding.
V. CONCLUSION:
A new video data hiding framework that makes use
of erasure correction capability of RA codes and
superiority of FZDH is proposed in this paper. To
frame manipulation attacks via frame synchronization
markers this method is also robust. The data hiding
method of the proposed framework first we compared
FZDH and QIM. Especially for low embedding
distortion levels we observed that FZDH is superior
to QIM. The framework was tested with MPEG-2,
H.264 density, scaling and frame-rate conversion
attacks. For error-free decoding typical system
parameters are reported. The results indicate that in
video data hiding applications the framework can be
successfully utilized. A more recent quantization
based method is also compared with the proposed
framework against the canonical watermarking
method JAWS. The results indicate an important
advantage over JAWS and an equivalent
performance. On the proposed method the
experiments also shed light on possible
improvements. By using a training set the range of
these thresholds can be analyzed. For proper
selection of these threshold values some heuristics
can be deduced.
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